	CRA EARLY WARNING NOTIFICATION (ARTICLE 14(2)(a) / 14(4)(a))

	Notification level:
	Final Report

	Confidentiality:
	Restricted (manufacturer/CSIRT/ENISA only)

	1. REPORT METADATA

	Title:
	Copy from Previous Report

	Notification type:
	[ ] Actively exploited vulnerability
	[ ] Severe incident

	Submission timestamp (UTC):
	

	Internal case reference ID:
	Copy from Previous Report

	2. REPORTING ENTITY

	Legal entity name (manufacturer of record):
	DEUTA-WERKE GmbH

	Reporter:
	Full Name of Reporter

	24/7 contact (phone + email) for CSIRT/ENISA follow-up:
	Copy from Previous Report

	Coordinating CSIRT (per Art. 14(7)):
	Copy from Previous Report

	3. AFFECTED PRODUCT(S)

	Product name(s) and model/SKU:
	Copy from Previous Report

	Affected version(s) / build(s):
	Copy from Previous Report

	Product Type:
	Default

	Product category:
	n.a. (since Default)

	Member States where product available:
	EU-wide / specific Member States / unknown at this stage

	4. Vulnerability

	CVE ID
	If available

	EUVD ID
	If available

	General information, in particular:
	Copy from Previous Report

	a. General nature of the vulnerability:
	Copy from Previous Report

	b. General nature of the exploit:
	Copy from Previous Report

	Corrective or mitigating measures taken:
	Copy from Previous Report

	Corrective or mitigating measures that users can take:
	Copy from Previous Report

	Considered sensitivity of information:
	Copy from Previous Report

	Date when corrective or mitigating measure has been available
	Timestamp UTC

	Full description of the vulnerability, incl.:
	Detailed vulnerability description in technical depth

	a. Severity of the vulnerability
	Ranking the severity of the vulnerability 

	b. Impact of the vulnerability
	Description of the impact of the vulnerability

	Malicious actor that has exploited / is exploiting the vulnerability
	All information gathered about the attacker during the forensic of an active exploit

	Details about the security update / corrective measures available
	Technical detail on the security patch or countermeasures taken to mitigate the vulnerability

	5. Incident

	Incident is suspected by unlawful or malicious acts:
	[ ] Yes
	[ ] No

	General information about the nature of the incident
	Copy from Previous Report

	Date and time when the incident was detected
	Copy from Previous Report

	Date and time when the incident occurred
	Copy from Previous Report

	Initial assessment of the incident
	Copy from Previous Report

	Corrective or mitigating measures taken:
	Copy from Previous Report

	Corrective or mitigating measures that users can take:
	Copy from Previous Report

	Considered sensitivity of information:
	Copy from Previous Report

	Detailed description of the incident, incl. a. Severity of the incident: 1) it negatively affects or is capable of negatively affecting the ability of a product with digital elements to protect the availability, authenticity, integrity or confidentiality of sensitive or important data or functions; 
	Description of the negative consequences of the incidence of the product. Describe impact on availability, authenticity, integrity or confidentiality.

	Detailed description of the incident, incl. a. Severity of the incident: 2) it has led or is capable of leading to the introduction or execution of malicious code in a product with digital elements or in the network and information systems of a user of the product with digital elements
	Description of the negative consequences of the incidence of the product. Describe possible technical consequences (execution of malicious code, gaining user information, …).

	Detailed description of the incident, incl. b. Impact of the incident
	Describe the impact of the incidence (real world consequences, business impacts, physical damages, data breaches, …)

	Type of threat or root cause that is likely to have triggered the incident
	Describe the root cause of the incident (CVE, misconfiguration, …)

	Applied and ongoing mitigation measures
	Describe countermeasures taken to deal with the incidence.

	6. DECLARATION

	This final report is submitted on a preliminary basis under Article 14 CRA.


	Submitted by (name, role):
	
	Approved by (CISO / Product Security Lead):
	

	Timestamp of submission (UTC):
	





